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1	Impacts
{For Normative work, identify the anticipated impacts. For a Study, identify the scope of the study}
	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	X
	
	X
	

	No
	
	
	X
	
	X

	Don't know
	X
	
	
	
	



2	Classification of the Work Item and linked work items
2.1	Primary classification
This work item is a …
 
	X
	Study 

	
	Normative – Stage 1

	
	Normative – Stage 2

	
	Normative – Stage 3

	
	Normative – Other*


* Other = e.g. testing

2.2	Parent Work Item
 For a brand-new topic, use “N/A” in the table below. Otherwise indicate the parent Work Item.
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	
	
	
	



2.3	Other related Work Items and dependencies
	Other related Work /Study Items (if any)

	Unique ID
	Title
	Nature of relationship

	960018
	Study on upper layer traffic steering, switching and split over dual 3GPP access
	Stage 1 study for DualSteer in Rel-19

	1020031
	Upper layer traffic steering and switching over dual 3GPP access	
	Stage 1 work item for DualSteer in Rel-19

	1020070
	Study on Multi-Access (DualSteer and ATSSS_Ph4)
	Stage 2 work study on Multi-Access in Rel-19 by SA2



3	Justification
SA2 has a new study on Multi-Access: FS_MASSS (TR 23.700-54). The security aspects FS_MASSS and their impact in the architecture are to be covered in SA3. More specifically, in principle the following topics require SA3 coordination as per potential security impact:

1) DualSteer device is a new type of device that will register onto the 5G System across 3GPP access, thus it is required to ensure that updated procedures (subscription, registration, mobility management) and communication of DualSteer devices with the 5GS are secured. 
NOTE: the security impact is not identified at the moment.

2) For the new ATSSS (Ph4) envisioned scenario, i.e., non-3GPP access is not based on current TNGF/N3IWF, the potential new architecture enhancement should not compromise the overall security posture of the 5G network, in particular:
	- whether to keep NAS security context on non-3GPP access.
	- whether to keep IPsec on user plane and/or control plane.
	- whether new security mechanisms are to be considered in UE procedures such as the registration and connectivity to the 5G system in the context of ATSSS between 3GPP access and non-3GPP access without 5G NAS.

3) In Release 18, SA2 specified MPQUIC in clause 5.32.6.2.2 of TS 23.501for steering, switching, and splitting of UDP traffic between the UE and UPF. MPQUIC uses QUIC, which further uses TLS for transport layer security protection of traffic between the UE and UPF. However, security aspect of MPQUIC/TLS was not studied in SA3, including whether or not mutual authentication is required and how keys and certificates are managed for MPQUIC/TLS. 
4	Objective
Based on the above justification, the following objectives will be studied based on the related Rel-19 work mainly in SA1 and SA2:

WT#1: Study the security aspects of a simplified ATSSS architecture over non-3GPP access, in particular:
- whether to keep NAS security context on non-3GPP access.
- whether to keep IPsec on user plane and/or control plane of non-3GPP access.
- whether new security mechanisms are to be considered in UE procedures such as the registration and connectivity to the 5G system in the context of ATSSS between 3GPP access and non-3GPP access without 5G NAS.
WT#2: Study the security aspects of MPQUIC/TLS, in particular:
- whether or not mutual authentication is required for MPQUIC/TLS. 
- certificate profiling and management of MPQUIC/TLS.
- derivation of shared keys for MPQUIC/TLS between UE and UPF.

Any other potential security issue coming from SA2 study (TR 23.700-54) should be considered in this SID. 


TU estimates and dependencies

	[bookmark: _Hlk85813720]Work Task ID
	TU Estimate
(Study)
	TU Estimate
(Normative)
	RAN Dependency
(Yes/No/Maybe) 
	Inter Work Tasks Dependency 
Editor’s Note: This column should highlight if WT#x is self-contained, or is dependent on completion of other WTs

	WT#1
	1.5
	0.5
	No
	WT#1 is self-contained

	WT#2
	1
	0.5
	No
	WT#2 is self-contained



Total TU estimates for the study phase: 1.52.5
Total TU estimates for the normative phase: 0.51.0 
Total TU estimates: 23.5

5	Expected Output and Time scale
{If this WID covers both stage 2 and stage 3, clearly indicate the different completion dates.}

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	Internal TR
	33.754
	Study on security aspects for Multi-Access (DualSteer + ATSSS Ph-4)	
	SA#105
(Sep 2024)
	SA#106
(Dec 2024)
	Kolekar, Abhijeet (Intel)
abhijeet.kolekar@intel.com 

	
	
		
	
	
	



	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	
	
	
	

	
	
	
	



6	Work item Rapporteur(s)
Kolekar, Abhijeet (Intel), abhijeet.kolekar@intel.com 
7	Work item leadership
SA3
8	Aspects that involve other WGs
Stage 3 aspects covered by CT WGs. Potential interaction with SA2 WG for architecture aspects.
9	Supporting Individual Members

	Supporting IM name

	Nokia?

	Nokia Shanghai Bell?

	ZTE Corporation?

	China Telecom?

	OPPO?

	CATT?

	CableLabs

	Lenovo?

	Charter

	Intel?

	Xiaomi?

	Ericsson?

	Qualcomm?

	Interdigital?

	Apple?

	Samsung?




